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SyncE Switch

PoE Switch

( Switch / Converter /Extender / Injector )

Management Software

SmartVneW_m/

FieldBus to Fiber Converter

e Categorie di prodotto

4G LTE Cellular Router /
WiFi Gateway

‘e e OO
Ty

Rackmount Switch IEC 61850 Ethernet Switch

Certification SmartConfig™ SmartView™ EMS

* Safety UL60950-1 5 * Mass Deployment + Centralized Management

* Trackside EN50121-4 S FC c € * Quick Install/Config * Device Monitoring & Management
* On-Board Train EN50155 iy » Device Auto Discovery * Long Term Event Storage (upto 1Year)
* Power Substation [EC61850-3 % cus * Backup/Restore Configuration + Performance Monitoring

* Heavy Industrial EN61000-6-4/6-2 &wzrs wewar ~ LISTED + Firmware Upgrade * Remote Access Management

+ Traffic control NEMA TS2




o Specifiche funzionali
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Certification

e CE/FCC e |EC61850-3

e UL60950-1 e EN 61000-6-2
e EN 50155 ® EN 61000-6-4
e EN50121-4 e NEMATS2

Redundant Ring EMS Industrial Grade
® p-Ring e EN 61000-4-2 ESD Level 3

e |[TU-TG.8032 e EN 61000-4-3 RS Level 3

e 802.1dSTP e EN 61000-4-4 EFT Level 3

e 802.1w RSTP ® EN 61000-4-5 Surge Level 3
® 802.1s MSTP

® EN61000-4-6 CS Level 3

Temperature WARRANTﬂ' Rugged Mechanical

® Wide Temperature C}Vear‘é@\ e Vibration |EC600068-2-6

Models Available ® Free Fall |EC600068-2-32
e Shock IEC 600068-2-27

High MTBF & 5 Years Warranty

® Industrial Grade Component
® Fanless



o Ring di ridonzanda a 10Gbps
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H SmartView™
City Monitor Center

Industrial Core Switch
1CS-G24S4X

Sub-Ring 106G
u-Ring

Core Switch

Sub-Ring

Failover < 10ms s -

L
[

WiFiAP

IP Camera L

LED Display sl

S o
el Display

\
|
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WiFi AP IP Camera LED Display
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20v

Wide Power Input Range
(24/

57v

4sh’-'_/—u‘"_ /=

P Nla"o:vk
ower inpu ange
(48VDC)

Protezione POE con Booster

\
55V <
IP Camera
_/ Regulated PoE Output

DCBoost & Regulate 1 , l )

uGrid -
VS il

Other Vendors )

nstable Voltage \\J\‘

\-
IP Camera
Non-DCBoost & Regulate {u},\

\ —

PoE 55Vdc per stabilizzare | carichi
Distanza PoE garantita 100m
Input 24/48VDC (20~57VDC)

Efficienza 94~97%



suUismet
TELENMATICA

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

Step n PD Status is Good

PD Status Good! PD PoE Camera

Testmg Request ‘—‘ '
Testing Echo &

Ping-Watchdog con Reset PoE

=

Stepﬂ No Response from PD

No Response P
m— Y 7E/)

Testing Request
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Step1
Add the allowed MAC address

Step2
Enable un-know MAC limit at zero

Static MAC Table Configuration

Cybersecurity — Controllo porte

Port Members
MAC Address , 3

FO-DE-F1-0B-65-80 [] M [

Mode

Delete
] 1
System Configuration

Port Configuration

Mode | Limit Action | State

oo )

Aging Enable D
Aging Period [eUUNEES

1 !Disable ~ || 4 [/None < | Disabled
(2 |[enale <[ o ||[shutdown | Reaty )

Hacker’'s MAC

MAC Whitelist
FO-DE-F1-0B-65-8D
FO-DC-F1-58-70-2D
FO-DF-F1-4B-72-9D
FO-DA-F4-3C-22-1A



ST Cybersecutiry — Controllo accessi
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o

RADIUS/
ISE Server
IEEE802.1 X Authentlcatlon . Send usemame & password ( S?Lﬁ:ecrﬁfgu?: :3?010{ )
-, by ﬁ
NAS
a RADIUS/
ISE Server
Send MAC address Learn & authenticate
(First packel) the source MAC address
(MAC Authentication Bypass)

<Cisco ISE Server compliant > Port Configuration

RADIUS-Assigned RADIUS-Assigned Guest
Qos Enable VLAN Enable VLAN Enable

Port ‘ Admin State
1 | MAC-based Auth. ‘ _ ™ O

2 || Force Authorized O] | O
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To reduce risks of electric shocks, fire,
energy related hazards, heat related
hazards, mechanical hazards,
radiation, and chemical hazards for
operator, layman or service personnel.

For Heavy Industrial
Environment

application.

B o ol . e HENA R

PoE Switch —
| Surge )

\ Protect

£
y.
/£

’/,

For traffic control.

Prodotti - Certificazioni

For car and motorcycle spare . :
parts and security products, noise For trackside and railway
and emissions, are required to act applications.
in accordance with the EU. EN50121-4
‘ \'\M _
Q Egrr]i::cllglr;?]ds t[?,g:,’mg A\ For power substation
machine applications. applications.

IEC 61850-3
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Prodottl — Switch

Model Name 1QS-402XSM | 1GS-1604SM | 1GS-812SM | IGS+803SM | IGS+404SM | 1GS-803SM | 1GS-404SM | 1GS-402CSW

Ethernet Interface

Total Ports

RJ45 10/100/1000M Base-T
RJ45 10/100/1000/2.5G Base-T
SFP 100/1G Base-X

SFP 100/1G/2.5G Base-X

SFP 1G/2.5/10G Base-X

20
16

20

11

11 3
8 4
1 2 P
2 2
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Model Name 1QS-402XSM-4PH | 1GS-1608SM-16PH | 1GS-1608SM-8PH | 1G5+803SM-8PH | I1GS+803SM-8PH24 | 1GS-803SM-8PH24

Ethernet Interface

Total Ports 6
RJ45 10/100/1000M Base-T

RJ45 10/100/1000M/2.5G Base-T Z
SFP 100M/1G Base-X

SFP 100M/1G/2.5G Base-X

SFP 1G/2.5/10G Base-X 2
PoE

PoE Port (IEEE802.3af/at) 4
PoE Power Budget 120W
PoE Ouput Regulated

Prodotti — Switch PoE High Power

24

360W

24

240W

11

240W

180W

180W
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Ouldoor AP

o -
/ \ 40-60 VOC or l»-

External AC 1o DC Adaplor Donl need

power supply
up to 1.2km
Copper/Coaxial Ethernet
Remote Power Feeding m IEEE802 .3at PoE
IEXT224-4PH D@D 224-4P (D Fostthemet
Loca.ll Simultaneously " EE:'I:J tjé i Tolal Power Budgel

of 30W lor 4 PoE(PSE) Porls
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Ethernet Interface

Total Ports

RJ45 10/100/1000M Base-T
RJ45/SFP GbE Combo

SFP 100/1G Base-X

SFP 1G/2.5/10G Base-X

32

24

32 32
12 24
4 4
12

4 4

Prodotti — Switch L3

32

28

Model Name IXR-32245S IXR-3212S IXR-3224T IGR-3224S IGR-3212S IGR-3224T

32
24
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10Gbps 10GBase-X Fiber SFP+
1.25Gbps 100/1000Base-T UTP SFP

1.25Gbps 1000Base-X Fiber SFP

Ty v WA e
Lihe et
— )

R - $ ’.~/
E prrvnss
. L

BiDi LC

155Mbps 100Base-FX Fiber SFP
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Prodotti — Fiber

Normal Mode
Power Ready

o
VL -

i -y
L]

Ethernet
Switch

IBP-202

Bypass Mode

Power Failure

-------
-----

Ethernet
Switch

IBP-202

: Switch over
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Model Name ITP-G802SM- ITP-G802TM- ITP-802GSM- ITP-802GTM- ITP-2204GTM- ITP-1204GTM-
8PH24 8PH24 8PH 8PH 16PH 12PH
= ERONs NI

Total Ports 10 10 10 10 26 16
10/100M Base-TX M12 8 8 22 12
10/100/1000M Base-T M12 8 10 p) 4 4
100/1000M Base-X SFP 2
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Recloser
(for SCADA)

Ethernet .

RS232/485

Power Meter

ICR-4103

4

4G LTE
Network

Prodotti — 4G/LTE

= o~ 7LTE
wol i .

EN60950-1

Internet

Py o
e~

Router

APN Leased Line

Usee Data
Service Center

VPN
Network

Head Office
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Model Name IFC-FDC IFC-Serial IFC-Serial-PRO IFC-FDC-PRO |

Fiber Interface

SC/ST 2 1 1 2
Ring / Daisy Chain / Redundant v V
Serial Interface

RS232 (3-wire) 2 2

RS422 (4-wi re‘) i : 1 | :
RS485 (2/4-wire)

Baud Rate (Max.) 1Mbps 1Mbps 12Mbps 12Mbps
Isolation 2.5KV 2.5KV 2.5KV 2.5KV
Fieldbus Application

Modbus or Other Serial V V % V

Profibus or Other Serial V V
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— PROFlBUS ' Digital
gita
Sensor HMI BoWeMie L power meters

- Noise Signal'¥ 4
\\ A | .l ] /
=) g \" O E:il R
PROFIBUS
Sensor PLC

IFC-FDC-PRO IFC-FDC-PRO

PROFIBUS

Fiber Ring

;;; Sensor HMI Digital

power meters

Digital
power meters

IFC-FDC-PRO

Benefit:

1. EM(/noise isolation, to reduce mutual interference
between serial port device

2. Extend distance by fiber

3. Cable redundancy o]

4, Achieve a reliable network environment power meters
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R

U Fire alarm

/V % Fume exhauster
Fiber \
IFC-CCF40-HP IFC-CCF40-HP | Foam generator
. Generator
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Prodotti — PSU

Model Name NDR-480-48 NDR-240-48 NDR-120-48 MDR-40-48 MDR-40-24 MDR-20-24

Output

DC Voltage
Rated Current
Rated Power
Input

Voltage Range

Frequency Range
Efficiency (Typ.)

48V
10A
480W

90~ 264VAC
127 ~370VDC

47 ~63Hz
92.5%

48V
5A
240W

90~ 264VAC
127 ~ 370VDC

47 ~ 63Hz
90%

48V
2.5A
120W

90~ 264VAC
127 ~ 370VDC

47 ~63Hz
89%

48V
0.83A
39.8W

85 ~ 264VAC
120 ~ 370VDC

47 ~ 63Hz
88%

24V
1.7A
40.8W

85 ~ 264VAC
120 ~ 370VDC

47 ~63Hz
88%

24V
1A
24W

85 ~ 264VAC
120 ~ 370VDC

47 ~63Hz
84%
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SYSNET TELEMATICA S.R.L.

Via Berbera, 49
20162 Milano, Italia
Tel: +39 02.64.73.021
E-mail: sales@sysnettelematica.it
www.sysnettelematica.it
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